INSIDER THREAT RISK MATRIX TEMPLATE
TEMPLATE
Insider Threat Risk Matrix Template
A practical, customizable template for assessing, categorizing, prioritizing and responding to insider risk consistently across an organization.
How to use this template
• Replace all bracketed fields with organization specific information.
• Adapt the categories, scoring thresholds, response actions and approval roles to the operating context.
• Use the template for risk assessment and case triage. It does not replace legal advice, employment procedures, privacy obligations or a formal investigation plan.
• Restrict completed records to approved roles and store them in an authorized case repository.
Document control
	Organization
	[Organization name]
	Business unit
	[Business unit or enterprise wide]

	Document owner
	[Responsible role]
	Approved by
	[Approving authority]

	Effective date
	[Date]
	Review cycle
	[Annual or event driven]

	Classification
	[Restricted or confidential]
	Case repository
	[Approved system or location]


Recommended operating rules
	Access and confidentiality
• Restrict access to approved roles
• Apply need to know access
• Record case access and changes
• Protect personal and employment information
	Decision safeguards
• Separate indicators from conclusions
• Use corroborated evidence
• Document proportionality and approvals
• Escalate legal, privacy and human resources concerns



	
	Important: Do not infer malicious intent from a single indicator. Assess behavior, context, access, opportunity, business impact and the reliability of available evidence.
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	CATEGORIES AND SCORING DEFINITIONS



Use consistent categories and scoring definitions
Insider risk categories
	Category
	Typical scenarios
	Primary concerns

	Negligent action
	Accidental disclosure, weak handling, misdirected email or unsafe storage.
	Data exposure, compliance failure and operational disruption.

	Policy circumvention
	Use of unapproved tools, personal accounts, unsupported devices or bypassed controls.
	Loss of visibility, data leakage and control failure.

	Credential or access misuse
	Shared credentials, unauthorized privilege use or access outside assigned duties.
	Unauthorized activity, fraud and weak accountability.

	Data exfiltration
	Copying, downloading, emailing, printing or transferring information without authorization.
	Confidentiality loss, intellectual property theft and regulatory exposure.

	Fraud or conflict of interest
	Manipulating transactions, records, vendors, approvals or decisions for personal benefit.
	Financial loss, legal exposure and reputational harm.

	Sabotage or disruption
	Deleting data, disabling controls, damaging systems or obstructing operations.
	Service outage, recovery cost and safety impact.

	Third party insider risk
	Supplier, contractor, partner or temporary worker misuse of authorized access.
	Extended attack surface, weak oversight and unclear accountability.


Likelihood and impact ratings
	Likelihood rating
	Score
	Definition

	1
	Rare. Limited opportunity and no credible indicator.

	2
	Unlikely. Some opportunity but weak or isolated indicators.

	3
	Possible. Credible indicators or material control weakness exists.

	4
	Likely. Multiple corroborated indicators or active misuse is suspected.

	5
	Almost certain. Confirmed misuse or continuing harmful activity.



	Impact rating
	Score
	Definition

	1
	Minimal. Limited inconvenience and no material information or service impact.

	2
	Minor. Localized impact with straightforward recovery.

	3
	Moderate. Significant data, financial, operational or compliance impact.

	4
	Major. Critical service, regulated data or substantial financial exposure.

	5
	Severe. Enterprise, safety, legal, systemic or existential consequence.
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	RISK CALCULATION AND MATRIX



Calculate initial risk using likelihood and impact
Initial risk score equals likelihood multiplied by impact. Adjust thresholds to match the organization’s risk appetite and escalation model.
Five by five risk matrix
	Likelihood
	1 Minimal
	2 Minor
	3 Moderate
	4 Major
	5 Severe

	5
	5
Moderate
	10
High
	15
High
	20
Critical
	25
Critical

	4
	4
Low
	8
Moderate
	12
High
	16
Critical
	20
Critical

	3
	3
Low
	6
Moderate
	9
Moderate
	12
High
	15
High

	2
	2
Low
	4
Low
	6
Moderate
	8
Moderate
	10
High

	1
	1
Low
	2
Low
	3
Low
	4
Low
	5
Moderate


Organization specific thresholds
	Risk level
	Score range
	Required action
	Approval or escalation role

	Low
	1 to 4
	[Customize action]
	[Customize role]

	Moderate
	5 to 9
	[Customize action]
	[Customize role]

	High
	10 to 15
	[Customize action]
	[Customize role]

	Critical
	16 to 25
	[Customize action]
	[Customize role]
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	CASE ASSESSMENT WORKSHEET



Record the event, context and initial assessment
	Case ID
	[Case ID]
	Date opened
	[Date]

	Case owner
	[Role or name]
	Business unit
	[Business unit]

	Subject type
	[Employee, contractor, supplier or service identity]
	Status
	[Open, monitoring, investigating, contained or closed]


Event summary
	Describe what was observed, when it occurred, how it was identified and who reported it.

	[Enter event summary]


Context and impact
	Affected information, systems or processes
[Enter assets, data, systems or services]
	Business impact or potential consequence
[Enter confidentiality, integrity, availability, financial, legal or safety impact]

	Known access and opportunity
[Describe authorized access, privilege, location, timing and opportunity]
	Relevant context
[Describe role change, termination, dispute, unusual pressure, third party activity or operational context]


Initial classification
	Assessment item
	Selection or rationale

	Insider risk category
	[Select category and explain]

	Intent assessment
	[Unknown, accidental, negligent, reckless, suspected malicious or confirmed malicious]

	Likelihood score
	[1 to 5 with rationale]

	Impact score
	[1 to 5 with rationale]

	Initial risk score
	[Likelihood multiplied by impact]

	Immediate escalation required
	[Yes or no and reason]
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	INDICATORS AND EVIDENCE REGISTER



Separate observed indicators from assumptions and conclusions
	Indicator category
	Observation
	Source
	Reliability
	Notes

	Access activity
	[Example: unusual access time or privilege use]
	[Log, alert or report]
	[High, medium or low]
	[Context]

	Data activity
	[Enter observation]
	[Enter source]
	[Enter rating]
	[Enter notes]

	Device or network activity
	[Enter observation]
	[Enter source]
	[Enter rating]
	[Enter notes]

	Policy or process behavior
	[Enter observation]
	[Enter source]
	[Enter rating]
	[Enter notes]

	Human or business context
	[Enter observation]
	[Enter source]
	[Enter rating]
	[Enter notes]

	Other
	[Enter observation]
	[Enter source]
	[Enter rating]
	[Enter notes]


Evidence handling and specialist review
	Evidence handling checklist
• ☐ Collection authority confirmed
• ☐ Original evidence preserved
• ☐ Working copies used for analysis
• ☐ Access, date and collector recorded
• ☐ Source is reliable or qualified
• ☐ Integrity and retention requirements applied
	Specialist reviews
• ☐ Security review
• ☐ Human resources review
• ☐ Legal review
• ☐ Privacy review
• ☐ Records or compliance review
• ☐ Business management review



	
	Monitoring, investigation and employment action should be lawful, necessary, proportionate and approved through the organization’s established authority.
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	RESPONSE DECISION MATRIX



Match the response to the assessed risk and available evidence
	Risk level
	Immediate action
	Case governance
	Control response
	Closure criteria

	Low
	Validate the event and address routine control or awareness gaps.
	Business owner or designated security reviewer.
	Coaching, control correction, access adjustment or awareness action.
	Issue corrected and no continuing risk identified.

	Moderate
	Preserve relevant evidence and assign a case owner.
	Security with management and specialist consultation as needed.
	Targeted monitoring, access review, policy reinforcement and remediation.
	Residual risk accepted and actions completed.

	High
	Escalate promptly, restrict risky access and preserve evidence.
	Formal cross functional case team with recorded decisions.
	Containment, investigation, privilege reduction, enhanced monitoring and business protection.
	Threat resolved, residual risk approved and lessons recorded.

	Critical
	Activate urgent containment and executive oversight.
	Executive case authority with legal, human resources and privacy involvement.
	Disable or isolate access, protect affected assets, investigate and coordinate external obligations.
	Immediate threat removed, recovery complete and formal closure approved.


Case decision record
	Decision
[Describe the approved decision]
	Rationale
[Describe evidence, proportionality and business considerations]



	Immediate actions
[List actions, owners and deadlines]
	Required approvals
[List approving roles]


Mandatory escalation triggers
☐ Material access to regulated data, critical services or high consequence assets.
☐ Evidence of theft, fraud, sabotage, persistence or coordinated misuse.
☐ Possible criminal conduct, significant legal obligation or threat to people.
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	RISK TREATMENT AND ACTION PLAN



Track each treatment action to accountable closure
	No.
	Action
	Owner
	Due date
	Status
	Evidence of completion

	1
	[Enter action]
	[Owner]
	[Date]
	[Status]
	[Evidence]

	2
	[Enter action]
	[Owner]
	[Date]
	[Status]
	[Evidence]

	3
	[Enter action]
	[Owner]
	[Date]
	[Status]
	[Evidence]

	4
	[Enter action]
	[Owner]
	[Date]
	[Status]
	[Evidence]

	5
	[Enter action]
	[Owner]
	[Date]
	[Status]
	[Evidence]


Residual risk assessment
	Assessment item
	Value

	Residual likelihood
	[1 to 5]

	Residual impact
	[1 to 5]

	Residual risk score
	[Score]

	Risk acceptance required
	[Yes or no]


Ongoing monitoring plan
	Describe temporary or continuing monitoring, scope, duration, review frequency, authority and exit criteria.

	[Enter monitoring plan]



	
	Treatment principle: Actions should reduce exposure, improve accountability and address the underlying control weakness without creating unnecessary or disproportionate monitoring.
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	CASE CLOSURE AND MANAGEMENT REPORTING



Close cases with evidence, lessons and approved residual risk
	Investigation or review summary
[Summarize confirmed facts, unresolved questions and final conclusions]
	Root causes and control weaknesses
[Summarize process, access, technology, governance or oversight weaknesses]

	Lessons and enterprise improvements
[Enter policy, training, architecture, monitoring or governance improvements]
	Closure decision and residual risk
[Enter closure basis, remaining risk and acceptance authority]


Closure approval
	Case owner name, signature and date
	Approving authority name, signature and date

	[Enter name, signature and date]
	[Enter name, signature and date]


Management reporting summary
	Measure
	Current period
	Previous period
	Commentary

	New cases opened
	[Number]
	[Number]
	[Trend or context]

	High or critical cases
	[Number]
	[Number]
	[Trend or context]

	Cases by category
	[Summary]
	[Summary]
	[Trend or context]

	Average time to triage
	[Time]
	[Time]
	[Trend or context]

	Overdue treatment actions
	[Number]
	[Number]
	[Trend or context]

	Repeat control weaknesses
	[Summary]
	[Summary]
	[Trend or context]


Template revision history
	Version
	Date
	Summary of change
	Owner
	Approval

	[Version]
	[Date]
	[Describe change]
	[Owner]
	[Approver]

	[Version]
	[Date]
	[Describe change]
	[Owner]
	[Approver]

	[Version]
	[Date]
	[Describe change]
	[Owner]
	[Approver]

	[Version]
	[Date]
	[Describe change]
	[Owner]
	[Approver]


Organization customization notes
	Record important changes to categories, thresholds, decision rights, privacy safeguards or reporting requirements.

	[Enter customization notes]


Case review meeting record
	Date
	Participants or roles
	Key decisions
	Actions and owners

	[Date]
	[Participants]
	[Decision summary]
	[Actions]

	[Date]
	[Participants]
	[Decision summary]
	[Actions]

	[Date]
	[Participants]
	[Decision summary]
	[Actions]


Access and distribution record
	Person or role
	Access level
	Date granted
	Review or removal date

	[Name or role]
	[View, edit or approve]
	[Date]
	[Date]

	[Name or role]
	[View, edit or approve]
	[Date]
	[Date]

	[Name or role]
	[View, edit or approve]
	[Date]
	[Date]
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